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HARHIERA i0S HH B Bk EH CVE &4 Ok)l

e 2024.12.11(iOS /iPadOS 18.2)
o 41 {& CVE &%

e 2025.01.27(iOS /iPadOS 18.3)
o 28 {& CVE &%

e 2025.02.10(iOS /iPadOS 18.3.1)
o CVE-2025-24201 CVSS:6.1

2025.03.11(iOS /iPadOS 18.3.2)
o CVE-2025-24201

2025.03.31(i0S / iPadOS 18.4)
o 62 {# CVE &

CVE (Common Vulnerabilities and Exposures) & —EH 3% MITRE Corporation #:&# & & iFiF
AR R, BENRESHANERTRRIAERT - AR R HEEH E AR,
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2025.03.11 BMHEH, (RE—B NAREHE?

e 2025.03.11(iOS /iPadOS 18.3.2)

o CVE-2025-24201
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MERMEFTIE? ERMULFTER?

Jamf Threat Labs explores how bad actors use fake iOS updates to maintain persistence on compromised devices.
https://www.jamf.com/blog/fake-ios-updates-security/
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https://docs.google.com/file/d/1GS3f5x-swcot8ayDWj6EUstZyoMWV8NO/preview
https://www.jamf.com/blog/fake-ios-updates-security/

A& iOS EHEmM¥E . RRNEEHIE?

fRELAMART, REELZBBERXMLUBE[IEA,

o RERMD 1k iOS RtEHEE
o REWMARE HERMEHINED.
o FEREEELUABHCEREREN.
o FAMEREEE. HILETEH,

o FIA Ul BERRZEAEEE

o INEEEIR(S Apple EARHIRT~. EEMR. IRRES

o ERE BREFNIEEENERE [EEEE
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1B#E ISO/IEC 27001 EFZ e EERMEHIIERT IBECEERERA:

o A.5.9 A& InELE% %R (User end-point devices)
EHEE AREEEEENTSEE, LREFASRHBRERZEE,
REEH&EE EDR BUES. RUAEIRNE . REERFAEEBHHTE . EFEEEERER. RFlRERH F,

o A.5.15 7FER#EHIR Bl (Access control)

ZH B R EREALERRERERREAN B RBHERFE.
23 AfRAA(RBAC) 5 BEAZA (PBAC) MEREE ., EHE E#R. ZILHRAKRE F.

o A.5.16 B9 RE EH IR (Identity and credential management)

S B AR I LRGSR SV, FERimBLEL R IR AT ERIT 24 T BR8 BB M
BEREEFEA, Z2RAFFE (MFA) . EREMFESOEERT %,

o AB524/A5.25 ELRELEHEIEE(H B EEEH|
FEEL i 818 55 4F BB 4T AR A B SRR IR iR e A B E IR FHES N,
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TRIRBEAWPESHER ? @) oK

1B#E ISO/IEC 27001 EFZ e EERMEHIIERT IBECEERERA:

AR I5H 2H B AE BEfffiEs=
A59 | ERHEHIRERE HRERIEEZNE 2EHE | XRUEEOR . AARRIE.
A - VT swmpsn |_E AlE BENHE . BEEE KRR,
User end-point devices |, EUREMARIMABRIAR | spmmmy s (Configuration
ZEE, Baselines) .
A515 | ZEEHIEE REAFARMAREGE | BT HEAK(RBAC) % BEAK(PBAC
Access control BAB KBS EREN, g*&ﬂﬂ#ﬁi et A bl
A516 | BHRBATEE PRSI SR A ORSEAEIRS N | WML SETRE (VA
dentity and credential | , BefRIREEEARM7FEST | DAEHSSARERE SREKE.
management AnEEEE BB Mt

Ab24 | ERT=HEEER M EEREERERETARMEER BImEH .
A525 | BERFUHEEEHES | REEH. RMEELRABEME,
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Jamf @B EPEEEH

CIS.

Center for Internet Security Defense Information Security Agency (US)

NIST

National Institute of Standards and Technology (US) National Cyber Security Centre (UK)

= jamf



ZiE CIS AEREEREESH @
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iR#% CIS Apple macOS Benchmarks, &t#f ISO/IEC 27001 #2#I18 A.5.9. A.5.15, A.5.16. A.5.24/A.5.25 B iE ¥ FEIZHI1E :

18R IEH CIS ZaR{ZHI1E (8ik)
A.5.9 (ERE SRR ERE o CIS26.5 R{H FileVault(Z#ERMNE)

User end-point devices o CIS221  HRXIE N

e CIS26.4 RiFA Gatekeeper {EREFZIEIE App)

A5.15 | FFEUZEHIFR A e CIS2121 EFRKERY

Access control e CIS 2.3.3.11 {=H Bluetooth Sharing
A516 | BH BB EHIGE o CIS5.23~6 BHEBFSKNIE. BHF. KT

Identity and credential e CIS2.10.2 HMERFIERHFREREREEHEE

U — o CIS210.1 FREHEFMRERMARR (20 28EMN)
A524 | BREMSELRE M o CIS37  FEHMHELEEGE® Jamf ARIL)
AB525 | BREM S ERFEL L e CIS35 5| FE 1% AT B A7 BUE IR
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iR CIS BREEMEESHR (o2mEsm

1R#E CIS Apple macOS Benchmarks, &t#f ISO/IEC 27001 | IE Al &k LA T 7 58#i 5T

R SEAR BE 5% B R
1 | KRR EEHR 7 EARRMEERFEESERTINRSBMEELY, REERRHEF A ER,
2 | RigERE 41 BAIREMRRTER EREXRRERG, HILERRESHREEERHER,
3 | BEARERERRE 10 b E A REEFIRES, #RRRER PR 0EE.
4 BES B 7 HERFARBEFLEEESTASEMEHEE &, US4 THEFERE.
5 | MIRAARE 3 PR R R ARG E, B B B R AR AR AT RE.
6 ERRIMEMRBAFIRIES | 8 HEFREERRMR/MERRR, BRERERREERAEERSIER.
7 | HIBEE 8 BIMAMERGHMEZTRMNEBEER, ILHEREEEBEER.
8 | R, REREE 8 EEEAEAREFTIER, MERRAARESRIZFEBERIEE,
9 | EARER 10 EHERERTALBIEE, RECAEZEHEITEITITHERA.
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o MRS EIREIR A E AL
B2 R MR ARSI ANERE . IRSRAO SR, AR BRI TR,

o EBEXEEZRMMLNREM 7 FIEIE AR R fE A L 2

o IR{REY 20 =AM —H:

B —E15EANTHIEREAS » HMmEEFETITHREBNREFEM - th
ZHEPEFRNES - IEEFEREFNIE Google Workspace » Fi8 7 BEFA]
REEMEELZHE ? ®

+ ®rs - Q 0
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GPT /EER 7 %

ERM1EAE—R 15 ARIITIEA T, HEFER TR Google Workspace B, B 2 &b
= IRFREZE A, ATRER BB, REAMZRREEHEIARE, S 2 Gmail 1 Drive
R ERINE,

HRX HEETEMARBAAMNFE=SEAER, rTREREZFIRMARREEN, &
AR R BE IR

WEBR R th&E R, FI1an3X o Zex 52 R . B & TIRSRREARA, SUfE ARINE OB A 2
ERRETE, BrIARERE R E,

RREEFEDRUNECHMUERINE, FiRZS
—HRESRAREBE, %E%éﬁﬂ%??
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A ST Al

& Jamf, #54& Workplace NaaS, AR IIZESREENEBEAE

WERENAR T MRRTTE

e Workplace NaaS (Network-as-a-Service)
o RMEBTE. RinHIE LRNM

o FriEEIYE, RSB, BItiER

o HREEBITHEHEMEMNAILE

* ZTNA: BIEFHEIETEE Zero Trust Network Access
* MSP: st & IR75 L FE Managed Service Provider

©Copyrights KlickKlack Co., Ltd. All rights reserved.

Apple £BRHMRLHATE

—{&&E Jamf Managed Service

o HEMBA.ME.HKE.ERIER
o RATIMRHSE HEREAMEBHERE
e NaaS + ZTNA BE&E  #inBhTIFE
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o [N, SRS SIS AR A  wT LLE AR _E RO A F AT LAY
o MANE WIiFi iNfel S 544 & 2 FEiB A 3L | Workplace NaaS FRiZERK o

o ITEIEEMNLMIE. BAREM
o [ERFERRI LLER, tN{aIfEIES0 A / EEMLL, BRBEE,
o 3@ Jamf for Mobile ZEEREZ 0 fR{t

e Mac EiHIRA  FIESECEMAMNEER, RAELZER
o UHTEE A (Apple) BIERE L :Apple BEHHETEBMERZIHEIEZE, BI2ARERE
o FEil Jamf for Mac imBfHEE SR, BB LALLEE. ?m?l‘éf%"‘cﬁ%ﬁfﬁo

i
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XA LLEE Jamf for Mobile 12 TEIRER S EIEE.

JETP
SEAL 0
s Jamf for Mobile

Jamf Protect
B SIREERT
ENBEEE (SR AT A
BENZBE. BER B

Your device and data are at
sigrificant risk

Jamf Connect
BIEEMBREN. NEESEE

s OO0 2O
Jamf Pro 3B & N —

EESHMAHEE. ERBURIKE Jamf Protect
R
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Jamf for Mac EEff{BE ?
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Volume
Purchasing

Volume

e
Purchasing 2™

App Installers inventory

& @ @ ©®

Volume
Purchasing
Name Vendor Version |
September 2023
Al Adobe 2653 oAme
i Jamf -
Purchasing >
& Jamf 2430
Google 10303 about 18 hours ago @ Remove
] Mozilla 13402 9 days ago @ Remove
@ Microsoft 170015956 4months ago @ Remove
Adobe 1854138 & months ago ® Remove
Zoom Video Communications 636 (47101 14 days ago 0 Remove
Google 13206834160 1day ago © Remove
,,,,,, 1130 9 days ago O Remove

ERARBER MR A SE T
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Jamf for Mac BEff{+EE ? 1%

g security Cloud & (o}
Ve Wiew

Vulnerability management

© .
Ights Filtar. d Noy
Average CVSS score Valnerable devices A . % ~
- . | Go Lo

mDUters 4
h°ri2at|
Alerts
NFIGURT, AbilityToLongo
An
o
s S Acty :
. v Analytics And Logkeg goey. o
Disabieg " Pty © Vi
e i
p— sovity | A1~ | Bptesds | 1= | ol _@‘ i, d G Le'::;":asswmu n
~ o o 3 OIS Lever?) ) Rt
¢ Actions ; A
i— I 0
v _ v Threat Prevention 0 E
-
JmiAEa =1 =
IRIIR B = (=] B=
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+ Adult

+ lllegal

+ Entertainment Allow

* Gambllng Allow

+ Generative Al Allow

LB R B
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Web threat prevention

Endpoint threat prevention

A i B R I
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B REMFHEE: FIInE R, EENED Saas. RBFREEMRER
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Key takeaways

TEEEAANMEEHSHRENK,

FEFTEMLERE. LR BE ATRET R E,

Apple X ERR AT R EZERZH,

nh7E Apple B9 FE EF Apple BRI FEEER A,

B2 SRR, M2 Apple R £, Fi Jamf ZE %
FRIEHE, aEHE. ATFER,

SUoom Y Y =
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#—H4RSR - 52554620

IRFEE4R - 02-2375-7775

{SESRES : 02-8978-2161

BR¥S{SF8 : service@kkco.com.tw
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